Al Security Quarter
#AISQ

Matthias Chin
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7:00pm: Lobby & Networking (20mins)

7:20pm: Div0 Introduction & Announcements (10mins)

7:30pm: Div0 Al Security Quarter (AISQ) Launch & Introduction by Matthias Chin (10min)

7:40pm: "Algorithmic Weaknesses and Cybersecurity Skills of the Future" by Gerry Chng (30min)

8:10pm: "Looking Beyond Model Performance" by Dr. Weng Jianshu (20min)



Examples of Adversarial Attacks on Al Systems




Why #AIS(Q?

" Cyber security and Al are both critically important
technologies for the digital future

Adversarial attacks on native Al systems are
becoming a bigger concern

In addition, hackers are using more automation and
Al to help them probe and attack systems

As such, it is imperative to help cyber security
specialists build up their Al awareness and
knowledge so that
» they can incorporate more automation and
intelligent Al systems to counter attackers
» they can help to provide advisories on
securing Al systems in future




e To connect enthusiasts in the intersection of Al and
cyber security

* To empower cyber security folks with Al awareness
and knowledge

 To discuss use cases and topics on solving cyber
problems with Al

* To discuss and share about cyber adversarial
attacks on Al and their counter measures

@ Goal: To build a vibrant learning and sharing Al-cyber
community. We envision strong and innovative skilled
professionals and tech leaders in the Al-cyber space to arise
from div0 in the coming days!




Gurrent Core Team

o\

Matthias Gerry

Russell Denny Jasmine

We will start to plan for the first 1-2 events first and will likely expand
the Core Team as the Quarter grows
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Jumpstart Your Learning Journey

NUS ISS Al and Cyber

Deeplearning.ai Security Course

Al-SG’s Foundation SGInnovate’s Deep
in Al Learning Jumpstart

Many others!
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Group 1 Group 2
Technical volunteers to help create Volunteers to help organize or
challenges in upcoming AI-CTF contribute to AISQ community
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